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1.0 Inter-institution Hosting Agreement Overview and Purpose

1.1 This document is an Agreement between University A (service provider) and
University B (<University B technology group>) (client). The purpose of this
Agreement is to define the expected services and service levels and the
communication processes to be provided to the client by <University B
technology group>.

1.2 Inthe event that either party wishes to modify the terms or conditions of the
Agreement, they will notify the other party in writing of the proposed changes,
and, if required, a face-to-face meeting will be convened to discuss the proposed
changes as soon as possible after such notification. Both parties must agree in
writing to any modifications. Either party may cancel the Agreement, or any
service covered by this agreement, by notifying the other party in writing with no
fewer than 45 days notice, unless otherwise indicated.

2.0  Service Level Agreement Coverage Term

2.1 This Agreement is considered to be ongoing until modified or cancelled by either
party as detailed in Section 1.2.

3.0 Frequency of Review

3.1 The services provided by University A <technology group> are reviewed at least
annually. Revisions to this Agreement will be performed at the end of each fiscal
year (July 1 BJune 30).

4.0 Warranty and Liability

4.1 <UNIVERSITY A TECHNOLOGY GROUP > commits to protecting the clientOs
equipment supported under this Agreement from deliberate damage. <University
A technology group> will not be held liable for any damage to equipment owned
by the client, or for data loss that occurs as a result of accidental actions by
<University A technology group> personnel, or any other person or persons. If an
incident happens, <University A technology group> commits to provide recovery
support as long as the system had backup support.

4.2 <University A technology group> will insure the equipment belonging to the client
covered under this Agreement.

5.0 Disaster Recovery

5.1 The facilities (including <specify data centers>) and services covered in this
agreement do not include funding for disaster recovery in a serious catastrophe.
All disaster recovery services covered under the terms of this Agreement are
rendered on a best effort basis without any warranty expressed or implied.

In the event of a serious catastrophe (e.g. earthquake, fire, and so on),
<University A technology group> will endeavor to restore systems and
operational support as expeditiously as possible. Extended outages of at least 5
days should be planned for, using manual or alternate means for access to
critical data, if Data Center remains unavailable. Service restoration priorities are
based upon the nature and severity of the catastrophe, and the criticality of
specific systems required for the continued operation of University A. There will
be no recovery capability for at least 8-12 weeks if Data Center is inaccessible or
destroyed.
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6.0  Security Policy and Practices

6.1 The Information Security Office, Risk Management, and/or University A Internal
Audit review projects and policies to ensure that security practices are in
alignment with University guidelines. Additional information on security practices
can be found at: <Information Security Office URL>
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7.0 Problem Reporting

7.1 If University B has a request for service or a problem to report, call University A
Operations at 999-999-9999. Operations will check the name of the caller against

the list of contact names in 7.3.

7.2  If the services which University A is hosting for University B needs to be activated
in a production state, University B will call University A Operations and request
activation

7.3 The following list of University B staff can make requests of University A
Operations. If the name is not on the list, Operations will request that the caller
check with one of the client contacts listed in Table 1 below.

Name Role Phone Number Email
Production Control | 24/7 Support
Group

Project Manager

Business Process
owner

Data Center Manager

Table 1 Approved University B Requesters

8.0  Services Covered under this Agreement

8.1 The service covered under this Agreement is server hosting in the Data Center.
See Service Description (appended) for details on the service. Change in
service requests should be directed to the Account Management contact listed in
Table 4] of this document. If unavailable, the request can be sent via email to the
mail list <operational support group list>.

8.2 Any additional services or modification to existing services will be documented in
the Agreement.

9.0 System Availability
9.1 Support Contact Information
a. Specific support contact information can be found in Section 13.

9.2 System Availability

a. All production systems covered under this section of the Agreement have
been designated for 24/7 availability, with the exception of the following
service maintenance periods:

<University A technology group> Services Mondav. 5am B8am EST
Maintenance Window Y,

Critical processes should not be scheduled during the maintenance windows, as system availability
cannot be guaranteed. Actual maintenance activities will follow the Change Management process.
Emergency patches may occur outside this window. Project upgrades may be scheduled outside of this
window to accommodate vendor staffing and scheduling costs.

Table 2 Maintenance Windows

9.3 <University A technology group> Services continually monitors the services
specified in this section.
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a. For information about monitoring individual servers, refer to the Service
Description.
b. Notifications resulting from failures are communicated to the server

administrators and/or Operations. Clients may arrange with Operations
for the granularity of failure notification..

10.0 Emergency and Off-Hours Support

a. On a case-by-case basis, emergency support for development systems
can be provided outside of specified support hours with either prior
arrangement (e.g., hardware relocations, critical project rollout times, or
application upgrades) or when specifically requested. Such cases will be
approved by the <University A technology group> manager providing the
support.

11.0 Service Descriptions

a. The following service descriptions are included in this document:
- Server Hosting

12.0 Support Contact Information

12.1 For the purposes of this Agreement, the contact information below identifies
personnel who have been designated by the <University A technology group>
Department as the points of contact for communication and notification between
the <University A technology group> Department and University B <University B
technology group>. Both parties are responsible for maintaining their contact
information and sharing this information with others within their respective
organization.

12.2 Email changes in contact information to the <University A technology group>
Department Account Manager.

12.3 <University A technology group> Department Contacts

Role Business Emergency
Client Contacts Hours Phone Off Hours Email Address
Contact Contact

Project
Manager

Business
Process
Owner

Director
Operations

General
Support

Table 3 <University A technology group> Department Contacts

12.4 Client Contacts

Account Role Business Emergency
Management Hours Phone Off Hours Email Address
Contacts Contact Contact
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Account
Manager
SAS/SCS Business Emergency .
Hours Phone Off Hours Email Address
Contacts
Contact Contact
Production Control 24/7 Support
Group
Other <University Business Emergency
B technology Hours Phone Off Hours Email Address
group> Contacts Contact Contact
Project
Manager
Business
Process
Owner
Data Center
Manager
Table 4 Client Contacts
12.5 Mail Lists
Mail Lists B<University A technology group> Services
Owner List Name Purpose
. Service interruption and Change
Operations S
Management communications

Table 3 Operational Email Lists

13.0 Signature Approvals

13.1 This Agreement has been read and accepted by the authorized representatives of
University B <University B technology group> and University A.

Signature of <University A technology group> Services Representative
Date

Printed Name

Title

Signature <University B technology group> Representative
Date
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Printed Name

Title
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Service Description: Server Hosting

Overview

<University A technology group> Operations provides hosting services for client owned and
managed servers, cabinetry, and other communications equipment that require a controlled
environment.

Description of Services
Hosting: Basic Hosting, Shared Rack Hosting, Floor Space Rental
1. Basic Hosting

University AOslata centers are specialized facilities with UPS, battery and generator backup
power. <Data Center> has an environmental control system, which monitors changes in air
temperature and detects the presence of fire and water. Access to the facility is physically
secured behind locked doors using an Access Control system that requires special authorization
to enter.

Equipment installation planning must be coordinated in with <University A technology group>
Operations staff with a minimum of 30 days advance notice. Equipment can be delivered to
<Data Center>, and will be installed by <University A technology group> Operations staff.
<University A technology group> will provide 8U of physical rack space in <Data Center>, and
console hardware necessary for remote access.

Client server hardware or peripheral equipment installed in <University A technology group>
Data Centers must conform to <University A technology group> Operations space and power
specifications and standards.

<University A technology group> Operations will provide incident response and remote hands
and eyes service.

The Responsibility Matrix indicates whether <University B technology group> or the client is
ultimately responsible for performing the listed task. In instances where there are check marks
(! ) in both columns, both the client and <University B technology group> must coordinate their
efforts to ensure the successful completion of the task.

TECHNICAL FACILITIES MANAGEMENT Client <Univers
ity A
technolo
gy
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group>
Services
Equipment specification approval / /
Delivery acceptance /
Installation /
Connection to power and networking /
Monitor server status !
Designate support staff from client institution /
Notify Operations staff of required vendor or client access to p
server room
Provide access requirements for console and servers /
<University A technology group> Help Desk Client <Univers
ity B
technolo
ay
group>
First response to calls /
Remote hands and eyes: physical checks of the hardware (alert
indicators), connectivity assistance (network, power, console !
server), and power cycling the machines upon request
SYSTEM ADMINISTRATION Client <Univers
ity B
technolo
ay
group>
Ongoing system administration /
Escalation point for regular incidents /
System administration to get services up and running in the case p
of an actual disaster ’
Continued system administration support until University B can p
resume support ’
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