
  

Scanning your 
(large) network 

with Nmap

Scanning your network with Nmap

Brandon Enright, UC San Diego

Brandon Enright, bmenrigh@ucsd.edu

Presentation at: http://noh.ucsd.edu/~bmenrigh/nmap_ddcsw.pdf

Code available at: http://noh.ucsd.edu/~bmenrigh/nmap_ddcsw.tar.gz

http://noh.ucsd.edu/~bmenrigh/nmap_ddcsw.pdf
http://noh.ucsd.edu/~bmenrigh/nmap_ddcsw.tar.gz


  

Nmap isn't just another fast port scanner anymore.
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Nmap has two features that are exceptionally good at finding 
compromised hosts:

● Service Versioning (-sV)
● Connects to each open port and sends a series of probes

● Reposnses are matched against a huge list of regular 
expressions

● Script Scanning (-sC)
● Runs a series of scripts agaist the host, open ports, or 

external services to provide information
● Much like what you can get out of Nessus, Hydra, 

Metasploit, etc
 



  

So what can this scanning find?

● Open ports (typically not terribly interesting)
● Running services (semi-interesting)

● Backdoors, shells, open consoles, etc
● FTP servers, Pubstros, etc
● Malware listeners
● Open proxies

● Lots more
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There are barriers to scanning

The simple one-host scan:
$ nmap -v -p- -T5 target.school.edu
doesn't scale well when you want to scan a few /16s

The simple /16 network scan:
$ nmap -v -p- -T5 x.y.0.0/16
also doesn't work because it would take months to finish
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Problems getting Nmap to scale

● Memory usage of large hostgroups

● Occasional bugs in Nmap

● Each hostgroup only as fast as slowest host

● Global Congestion Control needs work
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My scaling solution: fastnmap.pl

● Simple

● Written in perl

● Handles running many Nmap instances in parallel

● Measures past performance to calculate needed parallelism

● Reports progress

● Prevents memory exaustion

● Is a deadline-based scan scheduler



  

fastnmap.pl screenshot
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Now that you can scan 3+ /16s how do you analize 
the data?  npwn.pl
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● Output is simple

● Supports exclude lists

● Handles Normal and XML Nmap output

● Easily extentensible (by changing the code)

● Easily scales to any network size
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npwn.pl screenshot 1
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npwn.pl screenshot 2
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npwn.pl screenshot 3



  

Just like Nmap, npwn.pl can give you information 
overload but Npwn supports excludes

● By individual host

● By specific problem

● By network

● Exclude format is simple
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npwn.pl example exclude file



  

Putting it all together
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Nmap has had many additions and improvements done recently 
and is quickly becoming a good vulnerability and application 
scanner to augment the port scanning ability.

Nmap can be hard to use to scale to large networks but with 
fastnmap.pl and npwn.pl the process of scanning and analysis is 
mostly automated.

You should be scanning your network for compromised hosts.
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Questions?
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